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Abstract

It is acceptad that the alignment of a return-address-
stack can be preservel by checkminting on branches
and recovering on branch mispredictions the top-of-
stack pointer. However, virtual ly all publishel litera-
ture, is vague or proposes sub-optimal algorithms on
how to repair the alignment of a return-address-stack
on call and return mispredictions. Possiblemanifesta-
tions of this ambiguity are lower performing implemen-
tations of return-address-stackmechanismsin proces-
sors and simulators. This paper suggeststhat on call
and return mispredictions the recovered top-of-stack
pointer should point to the next and previous stack po-
sition respectively relative to the checkpinted top-of-
stack pointer.

It is establishd experimentally that the proposed
methal can improve the performance, over an other-
wise identical processor con gur ation, on the average
by 2% and by as much as 10%. This correspnds
to a drop in return-address mispredictions by 40%,
from 11.3% downto 6.7%. This work also consid-
ers whether the performance of one of the best known
return-address-stack methads, proposel seveanl years
ago, is satisfactory with increasing pipeline depth. The
resultsshowthat the averageperformance of the methad
is still satisfactory, but for some benchmarks appears
insu cient. This may suggesta need for better return-
addresspredictors.

1. Intro duction
Deeply-pipelined superscalar processorsrely on an

aggressie fetch medanism to provide seweral useful
instructions every cycle. Central to any modern fetch
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mechanism is a branch predictor that can quickly pro-
vide the target addressof a branch. Performancecan
be improved by fetching instructions from a predicted
path and entering them speculatively in the pipeline.
Howewver, to maintain correctness, predicted instruc-
tions needto be veri ed againsttheir actual target ad-
dress. This veri cation is typically performed seweral
cyclesafter the prediction, when the actual branch tar-
get is known.

In most casespredictions are correct and specula-
tive work is useful. Nevertheless,mispredictions occur
and speculation inevitably results in executing some
instructions along a mispredicted path. These mis-
speculated instructions a ect the processorstate, in-
cluding registers, cacdhes and branch prediction struc-
tures, in a variety of ways [7]. Once a misprediction is
detected, it is su cien t for correctnessto recover the
architectural state as if no mis-speculated instruction
was executed [6, 14]. It is also useful, for better per-
formance, to recover some microarchitectural state to
limit the detrimental e ects of wrong path updates.
Recovery is facilitated by chedpointing, at the time of
a branch prediction, the information that needsto be
recoveredin the caseof a misprediction [6, 7, 14].

Branch prediction structures are probably the most
critical microarchitectural structures that needrecov-
ery following a misprediction [3, 7, 13, 19]. High per-
formance processorsemploy a variety of branch pre-
dictors eadh aimed at a di erent type of branch and/or
branch behavior. As a consequencedierent chedk-
point/reco very strategies may be required depending
on the branch type and branch predictor.

This paper is concerned with return-address pre-
dictors. Return instructions are executed frequenrtly
in programs to steer the cortrol ow at the end of
routines and se\eral predictors have beenproposedto



predict the return addressof a routine [2, 4, 5, 7, §,
9, 10, 13 15, 16, 18]. Most of these predictors rely
on a return-address-stak (RAS) that is accessedus-
ing a top-of-stack pointer (TOS) [8]. Call instruc-
tions push addressesand return instructions pop them.
Sud an algorithm ensures,with an in nite  RAS, that
any balanced sequenceof pushesand pops will lead
always to correct return address prediction.? Alas,
mis-speculation can lead to incorrect updates of the
TOS and the RAS corntent [13]. Incorrect updates of
the TOS may result in a RAS that is not-aligned, i.e.
the TOS points to a wrong ertry in the RAS, whereas
incorrect updates of RAS corntent may lead to a cor-
rupted RAS corntent. Therefore, most schemesemploy
a repair medanism to chedpoint parts of the RAS on
ead branch instruction, sothat whena branch mispre-
diction is detected the RAS alignment and/or content
is restored.

Most published work about return-address predic-
tors clearly states the procedure for recovering the
alignment from a conditional branch misprediction.
However, almost all previous literature, with the ex-
ception of one patent [18], is vague or proposeslow-
performing algorithms for recovering the alignment of a
return-address predictor after a call/return mispredic-
tion. Possiblemanifestations of this ambiguity are low-
performing implementations of return-address predic-
tors in processorsand simulators. Although, we have
no evidencefor the former, for the latter we have ex-
amined seeral public domain processorsimulators and
we havefound somethat implemert the RAS alignment
recovery sub-optimally.

This paper preserns a method for preserving align-
ment of a RAS after call and return mispredictions.
Speci cally, it is suggestedhat on call and return mis-
predictions the recovered TOS should point to the next
and previous stack position respectively relative to the
chedkpointed TOS pointer. This is the same recov-
ery method as the one proposed by [18]. However,
our paper quarnti es, as far as we know for the rst
time, the performance implications with and without
this alignment method. The paper also investigates
whether one of the best known return-address predic-
tors, proposedseweral yearsago, still provides satisfac-
tory performancewith increasingpipeline depth size.

The remainder of this paper is organizedas follows.
Section2 further motivatesthis paper and preciselyde-
scribeshow to correct the alignment of a RAS after a
call and return misprediction. After discussingrelated
work in Section 3, Section 4 details on the simulation
methodology. Section5 evaluatesthe performanceim-

Isetjmps and longjumps lead to unbalanced push and pop
sequences, and can result in return mispredictions.

pact of correct{alignment and considersits signi cance
in combination with an uncorruption technique. Sec-
tion 5, also examinesthe e ect of pipeline depth on
the RAS misprediction rate. Section 6 concludesthe

paper.

2. Correct{Alignmen t after Call and Re-
turn Mispredictions

Let us assumea RAS-basedreturn-address predic-
tor with a repair medchanism that chedpoints the TOS
before executing eadh branch. Figure 1 illustrates
for dierent types of branches where a chedpointed
TOS points when its corresponding branch gets mis-
predicted.

For a conditional branch, and other branch types
that do not update the RAS, the chedkpointed TOS is
aligned. l.e. it points exactly to the position it wasbe-
fore the mispredicted branch entered the pipeline, thus
asif no wrong path TOS updateswere performed. For
a mispredicted call, however, the chedpointed TOS is
not aligned becausea call correctly pushesits return
addressin the RAS ewen if its target addressis mis-
predicted. Therefore, a mispredicted call should repair
the TOS to point to the next position of the ched-
pointed TOS. l.e. to point to the mispredicted call's
return addressso that when the return, correspond-
ing to the call, is predicted it can get the right return
address. Similarly, if a return is mispredicted|actual
return addressdoes not correspond to the predicted
addresspopped from RAS|the restored TOS should
point to the position previous to the mispredicted re-
turn addressand not to the chedkpointed TOS. This
aims to prevent a subsequeh return prediction to get
the sameaddressasa previously executedand mispre-
dicted return.

Henceforth, we refer to the above method that keeps
the RAS aligned as correct{alignment and the not-
aligned scheme as incorrect{alignment. We note that
the not-aligned approad is not incorrect but may be
lower performing in the caseof call and return mispre-
dictions. It may be usefulto alsonote that the restora-
tion of the correct alignmernt, after a misprediction, is
not sucient for correct prediction since the stack's
content may have been corrupted by mis-speculated
calls.

We describe two ways for implemerting correct{
alignment. The rst chedkpoints the TOS before a
branch enters the pipeline, and depending on the type
of a mispredicted branch it recoversthe TOS as dis-
cussed above: (i) to the chedpointed position for
branches that do not a ect the RAS, (ii) to the po-
sition next to the chedpointed TOS for a call mis-
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prediction, (iii) to the position previous to the chedk-

pointed TOS for a return misprediction. Alternativ ely,

we can chedpoint the TOS after a branch has specu-
lativ ely updated the predictor structures and possibly
the RAS, and later simply restorethe TOS to its ched-

pointed position. The rst method is the one suggested
by [18] and probably it is easierto implement because
it doesnot require knowing the type of a branch prior

to chedpointing.

We have examined seweral public domain processor
simulators and we have found the widely used Sim-
pleScalar simulator [1] and many of its derivativesto
implemernt the incorrect{alignment. This may indicate
that previouswork may have drawn inaccurate conclu-
sionsby understating or overstating the importance of
mechanismsthat their signi cance is in uenced by the
RAS performance. In Appendix A we describe how
to implement the correct{alignment of a RAS in Sim-
pleScalar. We note that HydraScalar [12] usedin the
seminalwork on return-address prediction by Skadron
et al. [13] model a RAS with correct{alignment.

In the remainder of this paper we attempt to
quantify empirically the importance of correct over
incorrect{alignment.

3. Related work

In this section we discuss previously proposed
return-address prediction techniques. Theseworks are
categorizedinto RAS for performanceand RAS for se-
curity and reliability. The fundamental di erence be-
tweenthesetwo categoriesis that the former does not
have to guarantee the semaric correctnessof the pre-

(b) Mispredicted call

(c) Mispredicted return

TOS =top-of-stac k before the branc h enters the pipeline . The recovered

branc h (left); the
return

dicted return addresswhereasthe latter does. The
discussionis mainly concernedwith the branch mis-
prediction recovery strategy proposedby ead of the
methods.

3.1 Return-Addr ess-StacKor performance

Webb [16] pioneered a call/return stack that pre-
vents stack desyndironization due to false subroutine
return addressesbhy tagging eac potential return ad-
dresswith its assaiated call target.

Kaeli and Emma [8] exploreda call/return detection
schemewith two stacks to solve target mispredictions
of moving target branchesdue to subroutine returns.

Steely et al. [15) usea ring bu er structure to pro-
vide return addresses.A ring pointer counter provides
a badkup for recovering after a misprediction.

Eickemeyer [2] preserts a call-return-stack and
tracks the number of calls in progressby a prediction
counter and an update courter. Whenewer a mispre-
diction is detected, the update counter is copied into
the prediction counter. The recovery method proposed
in this work can presene alignment after mispredicted
conditional and call branches, but is unclear if it can
after return mispredictions.

Hoyt et al. [4] claim a method with seweral pointer
chedpoints for recovering from branch mispredictions
assoon aspossible. Although di erent actions are con-
sidered for verifying di erent branch types, it is not
clearthat correct{alignment is preseredon call/return
mispredictions.

McMahan [10] usesdistinct global stack pointers for
three pipeline stagesin order to repair the TOS af-



ter mispredicted branches. The di erence betweenthe
handling of conditional and call/return mispredictions
is not considered.

Jourdan et al. [7] proposeda sophisticated list-lik e
return prediction medanism, which is capableof elim-
inating return address corruption while on the mis-
speculated path. Their schemeas described can su er
from incorrect{alignment.

Skadron et al. [13] evaluate a repair mechanism for a
RAS that restoresthe TOS pointer and the TOS con-
tent. This mechanism eliminates almost all e ects of
stack corruption. However, this work did not consider
the e ects of pipeline depth on RAS accuracy

An Intel patent by Yeh [18] proposesa mecdanism
that restoresthe TOS depending on the branch mis-
prediction type. The recovery algorithm implements
correct{alignment. Howewer, it does not provide a
guanti cation of the importance of correct{alignment.

McDonald [9] describesa roll-back mecanismto re-
cover from a corrupted RAS when multiple callsand/or
returns have been speculatively executed prior to re-
solving a mispredicted conditional branch.

Hummel et al. [5] introduce a return addressstack
mechanism where reads/writes are done at a xed po-
sition while adjusting the ertire stack content up or
down. This alternative stack mecanism also tracks
the relative number of call/return movemerts in order
to ensurecorrect recovery.

We note that almost all of the above proposalsdid
not discussrecovery from call and return mispredic-
tions.

3.2 Return-Addr ess-Stackgor Reliability

Park and Lee[11] describe a technique for RAS over-
o w protection, and Ye and Kaeli [17] introduce a re-
liable return addressstadk for security purposes. The
aim of theseworks is to detect and recover from stack
smashing attacks, and therefore they rely on an (ad-
ditional) uncompromisedRAS which is maintained by
updating the RAS during commit. Due to their dif-
ferent nature, these defensetechniques cannot bene t
from correct{alignment.

4. Metho dology

We useSimpleScalar'scycle accurate simulator sim-
outorder to implement both correct and incorrect{
alignmert. The x required to model correct{
alignment in SimpleScalaris described in Appendix A.
Table 1 summarizesthe parameters for our baseline
setup.

| Parameter description | Setting

RAS 32 ertries

Pipeline depth 20 stages

Instruction-windo w 128

Fetch/Decode/lssue/ up to 4 instructions per

Commit width cycle

Functional Units 4 INT ALUs, 1 INT
mult/div, 4 FP ALU's, 1
FP mult/div

Memory ports 2

Branch Predictor hybrid: 16 KiB meta,

16 KiB bimodal, 32 KiB
gshare(16 bits history)
BTB 2048-erry, 2-way
Misprediction penalty | 2 cycleson misfetch

L1 data-cache 8KiB, 4-way, 64B blocks,
LRU, 2-cyclelatency
16KiB, 2-way, 64B blocks,
LRU, 2-cyclelatency

L1 instruction-cache

L2 unied: 2 MiB, 8-way,
256B blocks, LRU, 7-cycle
latency

Table 1. Baseline con guration.

For represenativ e return-address behavior we se-
lected the benchmarks from SPEC95 and SPEC2000
with more than one-million committed returns. All
benchmarks were compiled using the gac compiler ver-
sion 2.6.3with optimizations ag -O3. For the SPEC95
programswe considercompleteexecutionwith train in-
puts, while for SPEC2000we measurefor a xed num-
ber of committed instructions after fast-forwarding us-
ing referenceinputs. Table 2 shaws the basic statistics
of the benchmarks usedin this study.

5. Evaluation

In this section,we rst evaluate the e ect of correct{
alignment and then consider the e ects of pipeline
depth on RAS performance.

The performance metric usedto compare di erent
RAS medanismsis RAS misprediction rate, i.e. the
number of incorrectly predicted return addresspredic-
tions per committed return. Moreover, we provide
speedup|measured in IPC (Instructions Per Cycle)
improvemert over a baseline con guration|to  stress
the importance of correct{alignment on overall perfor-
mance.
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Figure 2. Correct—-alignment versus incorrect—alignment.

Benchmark Fast | Comm Call | Ret Call Ret

fwd Inst Misp | Misp
compress95 0 443 2.8 2.8 0.0 3.8
gcc9b 0 177 1.4 1.4 0.5 6.9
2095 0 133 1.0 1.0 0.0 18.5
ijpeg9s 0 553 0.2 0.2 1.4 11.7
1i95 0 202 3.0 2.9 2.3 7.4
m88ksim95 0 241 4.0 4.0 0.0 0.1
vortex95 0 101 2.0 2.0 0.0 1.0
mcf00 2,000 100 1.3 1.3 0.0 9.5
parser00 400 100 2.5 2.5 0.0 9.1
vortex00 100 100 2.0 2.0 0.0 0.4
mesa00 350 350 1.2 1.2 0.0 5.8
average 1.9 1.9 0.4 6.7

Table 2. Benchmark summary: number of
fast-f orwar ded and committed instructions in
millions, fraction of instructions that are calls
and returns, and the call/return mispredic-
tion rates in the baseline setup with correct{
alignmen t.

5.1 Correct-Alignment

Figure 2(a) comparesthe RAS misprediction rate
between incorrect{alignment and correct{alignment
for the dierent bendimarks. Obviously, correct{
alignmert is better over all benchmarks. Recall that
this improvemert is without any apparent additional
hardware cost. On average,the misprediction rate for
return-addresseds decreasedrom 11.3%downto 6.7%,
or a reduction by 40%. In terms of speedup (seeFig-
ure 2(b)), correct{alignment improves overall perfor-
mance by 2% on average,and up to 10% for li95.

Thus far, we assumeda repair medanism that re-
covers only the TOS. Skadron et al. [13] demonstrate
that the additional chedpointing of the TOS content
eliminates almost all return addressmispredictions be-
causeit solvessomeforms of stack corruption.

Figure 3illustrates that uncorruption (rightmost bar
for each benchmark), as proposedby Skadron et al., is
e ectiv e for decreasingmisprediction rate and increas-
ing speedup. Misprediction rate is reducedfrom 6.7%
downto 1.4% on average. Figure 3 also shows that
the potential of the RAS content repair mecanism
can be understated signi cantly, often by more than
10%, when the stack is incorrectly-aligned. Speci -
cally, Skadron's content-recovery reducesby 63% the
mispredictions in a processomwith incorrect{alignment,
whereasthe reduction is 78% with correct{alignment.

5.2 Call-Uncorruption Optimization

An additional optimization that we considered,on
top of correct{alignment, is on a call misprediction to
re-write the call's return addressinto the RAS entry
pointed by the recovered TOS. This way, we ensure
that after a call misprediction the return addressis
uncorrupted. Importantly, the call-uncorruption opti-
mization is available without additional chedpointing
hardware overhead since the return addressfor a call
can easily be computed using the call's address.

Simulations show, howewer, that the call-
uncorruption optimization does not aect the
misprediction rate (only gac95 and li95 have a slight
improvemert) since RAS corruptions after a call
misprediction are rarely obsened in our setup. A
possiblereasonfor this, is the relatively small refetch
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penalty for direct call mispredictions. In a dierent
setupwith larger refetch penalty, the call-uncorruption
optimization might be useful for restoring part of the
RAS content.

5.3 Effects of DeeperPipelines

One of the best performing return-address predic-
tors was proposedin [13]. However, the evaluation of
that predictor did not considerthe e ects of increas-
ing pipeline depth which hasgrown considerablyin re-
cernt years. As pipelines deepen, the penalty assai-
ated with a branch misprediction increasesand more
(mis-)speculative instructions|including  branches]|
erter the pipeline. This increasein mis-speculated in-
structions per misprediction may corrupt more sewerely
the content of a RAS. Figure 4 presers the e ects of
the pipeline depth and RAS sizefor the repair meda-
nism in [13)].

Fig. 4(a) showsthe averageRAS misprediction rate
and the IPC relativeto a schemewith full RAS content
chedpointing/recovery. The results shav that these
two metrics get slightly worse with deeper pipelines.
This behavior is obsened irrespective of the RAS size.
This may be perceived assatisfactory, however, a closer
examination, shawvn in Figure 4(b), reveals that for
somebendmarks, such asli95 and parser00, the RAS
misprediction rate increasessigni cantly with deeper
pipelines and the IPC relative to full RAS recovery
drops seriously Note that the results in Figure 4(b)
were obtained using a 32-ertry RAS.

Overall the results in Figure 4 suggestthat for some
bencdhmarks with increasingpipeline depth a RAS suf-
fers from more corruption and that there is a needfor
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more e cien t RAS content recovery medhanisms.

Impact of Pip eline Depth on RAS Corruption

The remainder of this section analyzesthe impact
of pipeline depth on RAS corruption. More speci -
cally, after eadh misprediction recovery we determine
the distance to the RAS ertries, relative to the recov-
ered TOS, that are corrupted. These RAS corruptions
are detected by comparing the speculatively updated
RAS against an uncorrupted RAS. Figure 5 shows the
distribution of the corruption distancesfor a RAS with
32 ertries. A corruption distance of 0, i.e. the TOS
data is corrupted, is denoted astos. The largest pos-
sible corruption distance with a 32 entry RAS is 31.
It is important to note that the RAS ertries at dis-
tance 1 and 31 are the two neighboring entries of the
recovered TOS in the badkward and forward direction
respectively.

The data in Fig. 5(a) show that the average num-
ber of RAS corruptions per kilo instructions increases
with deeper pipelinesbut not the corruption distance.
Clearly, corruption is concerrated around the recov-
ered TOS, both in the badkward and forward direction.
This concerration of corruption around the TOS sug-
geststhat the corruption in the backward direction oc-
curs mainly when there are more pops than pushesin
the mis-speculated path, whereasthe corruption in the
forward direction is due to more pushesthan pops. An
important di erence between forward and badkward
corruption is that the forward corruption is usually not
detrimental to performance becausecorrect path exe-
cution will overwrite the forward corrupted entries with
usefulinformation. In contrast, backward RAS corrup-
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Figure 4. Inuence of deeper pipelines.

tion cannot be cured unlessthe corrupted RAS ertries
are restored. The above indicates that the evaluated
RAS predictor [13] can recover most of the badkward
corruption becauseit is capable of restoring the TOS
content.

Fig. 5(b) presens the breakdown of RAS corrup-
tion distance with a 20-stage pipeline for all bendc-
marks. For most programs the corruption behavior
is similar to the averageshown in Fig. 5(a). However,
[i95 and parser00 have substartial corruption at larger
distances. This illuminates why only recovering the
TOS content is not su cien t for thesetwo benchmarks
and thus the large performance degradation obsened
in Fig. 4.

6. Conclusion

This paper preseris a method for preserving the
alignmert of a RAS after di erent typesof branch mis-
predictions. Speci cally it is argued that if the TOS
is chedkpointed before eac branch then the recovered
TOS should point to: (i) its chedkpointed position after
a mispredicted conditional or other branch type that
does not update the RAS; (ii) the next position af-
ter a mispredicted call; (iii) the previous position after
a mispredicted return. We demonstrate that correct{
alignment improves average speedup by 2%, and up
to 10%. It is also shown that the signicance of a
previously proposedRAS repair medanism can be un-
derstated signi cantly, often by more than 10%, when
the stack is incorrectly aligned. This, demonstrates
that by relying on an incorrectly{aligned RAS, previ-
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break down for a 32-entry RAS. Label 'x' marks the

contrib ution of RAS corruptions at distance 'x' relative to the recovered TOS.

ous work may have drawn inaccurate conclusions. We
further propose an optimized recovery scheme|call-
uncorruption|whic h is able to eliminate some RAS
corruptions without requiring additional hardware. Fi-
nally, we evaluate the e ect of increasingpipeline depth
on one of the best known RAS predictors and conclude
that on averageits performanceis satisfactory, but not
for all programs. This may indicate a need for new
return-address predictors that can recover more con-
tent after misprediction.
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App endix A

To presene correct{alignment in SimpleScalar [1]
as well as in some derived simulators, a small x is
neededin bpred.c in the function bpred_lookup() asin-
dicated in Figure 6. We like to note that this code
purely models correct{alignment asstated in section?2.
It provides neither top-of-stack content repair nor the
call-uncorruption optimization discussedn section5.2.

/* record pre - pop TOS; if this branch is executed speculatively
*and is squashed, we Il restore the TOS and hope the data
*wasn 't corrupted in the meantime. */

if ( pred - >retstack.size )

* stack_recover_idx = pred - >retstack.tos
else
* stack_recover_idx =0

/* if this is a return, pop return - address stack */
if ( is_return && pred - >retstack.size )
{
md_addr_t target =
pred - >retstack.tos

pred - >retstack.stack[pred
=( pred - >retstack.tos

% pred - >retstack.size
pred - >retstack_pops ~ ++;
dir_update_ptr - >dir.ras
* stack_recover_idx
return target;

}

- >retstack.tos].target
+ pred - >retstack.size -1

= TRUE; /* using RAS here */

= pred - >retstack.tos ; I* Correct —Alignment */

#ifndef RAS_BUG_COMPATIBLE
/* if function call, push return - address onto return
if ( is_call && pred - >retstack.size )
{
pred - >retstack.tos =( pred - >retstack.tos +1)% pred - >retstack.size
pred - >retstack.stack[pred - >retstack.tos].target =
baddr + sizeof(md_inst_t )
pred - >retstack_pushes — ++;
* stack_recover_idx = pred - >retstack.tos
}
#endif /¥ IRAS_BUG_COMPATIBLE */

- address stack */

; I* Correct —Alignment */

Figure 6. Changes needed in SimpleScalar' s
bpred _lo okup() to preserve correct—
alignment.
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