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Abstract

In many modern designs, timing is either a keyoptimization goa
andor a mandaory oonstraint. We propase the first intell ecdual
property protedion technique using watermarking that
guarantees preservation d timing constraints by judiciously
seleding pats of the design spedfi cation onwhich watermarking
constraints can be imposed. The technique is appied dwuingthe
mappng d logical elements to instances of realization elements
in a plysical library. The generic technique is apgied to two
stepsin the design process combinationd logic mappngin logic
synthesis and template matching in behavioral synthesis. The
technique is fully transparent to the synthesis process andcan ke
used in conjunction with arbitrary synthesis tools. Seveal
optimization poblems assciated with the apgication o the
technique have been solved. The dfedivenessof the technique is
demonstrated on a nunber of designs at both logic synthesis and
behavioral synthesis.

1. Introduction

Recetly, design using Intellecdua Property (IP) has been
recaving a gred ded of attention. As g/stem engineas discover
the benefits of design using tested and verified |P comporents,
the need for Intelledua Property Protedion (IPP) bemmes
increasingly apparent. One of the methods used for IPP is
watermarking. With watermarking, a unique signature is encoded
in the design such that it becomes an integral part of the system.
In some caes the new constraintsintroduced by awatermark lead
to inefficiencies in the original designs that can be undesirable.
Here we show a new watermarking method with results that in
addition to meding the aiteria of soundwatermarks, preserve the
criticd path of the designs, eliminating possble delay overheals.

We motivate the key ideabehind ou approach using an example.
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Figure 1 - Motivational Example

In order to creae the physicd hardware, the drcuit in Figure 1
must be mapped to a set of physicd redizaion elements. For
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demonstration puposes, we use a K-M-Macrocdl mapping
approach where the final physicd blocks will eadh have a
maximum of K inpus and implement a Boolean function with at
most M product terms. Figure 2 shows a mapping solution d this
circuit with the values of K=4 and M=5. The maximum delay of
this mapping solution is diredly related to the total depth of the
circuit. Inthiscase, the drcuit has adepth of 3 nodes. Therefore,
any watermarking solution that attempts to preserve the aiticd
path may not have atotal depth of more than 3 nodes. Our
watermarking algorithm produces the result shown in Figure 3:
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Figure 2 - Mapping Solution
Before Watermarking

Figure 3 - Mapping Solution
With Watermark

As sown later, a set of properly chosen constraints in the
watermarking preprocesor forces the mapping agorithm to
produce anew mapping solution. Although the two versions
perform the same function, the watermarked result has a spedfic
structure that is proof of authorship.

2. Related Work

Template Matching is a fundamental task and ndion in a number
of scientific and engineaing domains. For example, it is the first
axiomatic principle in theoreticd immundogy [Per79], and is
widely considered as the key adivity which will enable emerging
computer aided drug-design [Per90]. A comprehensive survey on
string and several pattern matching techniques in computer
scienceisgivenin [Aho9(.

The major impetus to widespread use of pattern matching was
due to a mde generation scheme suggested by Hoffman and
McDonrgl [Hof82]. The treematching method hes been used in a
number of succesful compiler projeds [Aho9(. Through use of
the treeprocessng language Twig [Aho89 it was aso applied in
logic synthesis for techndogy mapping [Keu87]. Template
matching has attraded a grea ded of interest in behavioral
synthesis [Not91]. Other pattern matching approacies in logic
synthesis were predating the gplicaion d tree matching
methods [Dar81, DeG85].

Data watermarking embeds hidden data into an oljed for the
purpose of identificaion, annatation, and copyright. Two main
diredions in watermarking have eanerged. Thefirst direcionams
to proted static atifads, such astext, image, audio, and video, by
leveraging on the inabilities of human preceptor systems in
deteding minute changes in the objed. Comprehensive surveys
onthisdiredioninclude [Voy99, Nik99].

A few yeas ago a @nceptudly new diredion in watermarking
was proposed [Hon9§. This set of techniques aim to embed a
signature into hardware, software, or other functionally dynamic
artifads, by dtering the structure of the objeas while fully



preserving their functionality. The two main strategies that have
been proposed are horizontal and vertical watermarking. In the
horizontal watermarking, the design/software is gructuraly
altered by a preprocessng or a post-processng step during its
credion [Kah98, 0li99]. In the verticd approadc, the watermark
is embedded duing a synthesis or compilation step. The
spedficaion d the design at one processlevel is augmented with
additional design constraints that correspond to a messge.
Therefore, after the synthesis gep, the design has gructurd
properties that correspond to the signature mnstraints [Hon98
Chaog].

3. Preliminaries

A Bodean network can be represented as a direced acyclic graph
(DAG). Ead nock represents alogic gate, and the direded edge
(i,)) isin the DAG if the output of gatei isan inpu of gatej. We
denate any node with noincoming edges as a Primary Inpu (PI)
and any node with no ougoing edges as a Primary Output (PO).

We use inpu(i) to denote the set of al the nodes that fanin to
noce i. A K-boundxd network is defined as a Boolean network
with [inpu(i)iK for ead noce i. A K-LUT is a speda logic
block that has K inputs, one output, and can implement any K-
inpu Boodean function. K-LUTs are the basic design blocks
foundin most FPGA architedures. Similarly, A K-M-Macrocdl
is a spedal logic block that has K inpus, one output, and can
implement any K-input Boolean function that requires at most M
product terms. A PLA architedure can easily be modeled using
K-M-Macrocdls.

A K-LUT or K-M-Macrocdl based mapping covers a given
Bodean network with K-LUTs or K-M-Macrocdls. Note that for
delay optimization, the blocks correspondng to the LUTs or
Maaocdls are dlowed to overlap, resulting in logic duglication.
In any such mapping, attempts can be made to reduce the aea
the depth [Con94, or both area ad depth of the final mapping
solution.

The USERID string used in the dgorithm is obtained by the RSA
pubic key encryption wing the PGP software padkage. A
spedfic text file that is provided by the owner is encrypted to
provide a cyptographicdly strong pseudarandam bit stream that
represents the signature being encoded.

In ou agorithm for techndogy mapping, we ssume that we start
with a 2-boundd Boolean network. However, this method can be
applied to any general logic network. According to [Con94,
there ae anumber of ways to transform any Booean network
into K-bounded networks. Our watermarking algorithm can be
applied to any general logic network that can be mapped for
optimal delay constraints. Throughout this paper, we use the K-
M-Macrocdl mappng approach in al our examples. The
watermarking technique used in ou approad is independent of
the type of mapping that is used. We a&aume that delay
minimization is the primary mapping constraint.

4. Approach

The dgorithm for watermarking a given logic network in the
techndogy mapping phase, whil e preserving the aiticd path, can
be summarized with the foll owing five major preprocessng steps:

1. Obtaining an initial mapping solution.

2. ldentifying the O-criticd path in the mapped solution.

3. Determining the nodes in the origina network that are
mapped to the O-criticd path in the mapping solution.

4. Seleding a set of signals that are not on the O-criticd
path to encode the watermark.

5.  Applying the watermark constraints.

After these preprocessng steps, the network can be mapped to
obtain the watermarked solution. The final step involves asimple
post-processng routine that removes the extra mnstraints added
in the preprocessng step. The following pseudo code describes
the dgorithm:

G(N,E) isaDAG that describes the given network.
e Obtain amapping solution: M = DoMapping(G)
e Mark criticd nodes:

For each noden, 0 M
If n; isonthe O-critica path of M, set Critical (n;)=true.

¢  Extrapolate aiticd nodesfrom M to G:
For each noden, O G
Find no&n’' O M such that n; is mapped to noden’.
If Critical(n") =true, then set Critical (n,)=true.
¢ Assgn sequential labelsto ead noncriticd signdl:

For each internal non-criticd noden, 0 G
Asdgn urique sequential label to al fanin signals of n;.

¢ Seled the encoding signals:
S=Sded_Watermark _Sgnas(USERID)

. Introduce new constraints by breeking the seleded signals
into a set of primary inpu/output pairs.
Foreache OS
Add pimary output POg from starting noce of .
Add pimary inpu Ple at the ending noce of e.
Delete g from G.
e Obtain the final mapping solution: M = DoMapping(G)

¢« Remove dl the mnstraints added in the watermarking step.
Foreache OS
Short Primary Outputs POg and Primary Inpu Ple

Determining the [-critical path is the first step for preserving the
criticd path. It isessntia that [Jis chosen such that the aldition
of constraints to any part of the design ather than the [-critical
path will not result in a mapped network that has a longer delay
than the original mapped network. Also, if [J is larger than
necessry, too many signals will be marked as criticd and there
will not be sufficient room to embed a soundwatermark. In most
cases, []values range between 1-3.

When seleding the set of noncriticd signals that will be used to
introduce our mapping constraints, we use the USERID bit
strean discussed ealier. It is important to nde that the total
number (n) of the chosen signds on the same path (P) must not
be larger thanthe difference of the length o the path (Lp) andthe
length of the aitical path (Lcp), i.e. n+Lp<Lcp. If this condtion
is not held, after watermarking, the mapped circuit is guaranteed
to have a citicd path that is longer than the origina mapped
circuit.

To verify the watermark, it is sufficient to show that the signature
is encoded in the mapped solution and that it corresponds to the
text file (or the PGP puldic key) of thered owner. It ispossbleto
demonstrate that a signature is encoded in a design if there ae
enough watermarking constraints to show an unwua match.
PGP can be used to show that a spedfic watermark corresponds
to the red owner’s text file. Mathematicaly, the probability of a
watermark being present in a design can range between 10° and
10°° depending on the number of constraints and the type of
design that is being watermarked. The mmplexity of the
algorithm presented here is bound ly the techndogy mapping
step.




We now ill ustrate this algorithm with a simple example. Consider
the graph in Figure 4 that represents a portion d a 2-boundd
network. This portion d our sample drcuit has 12 primary inpus
and 2 primary outputs. Each nock in the graph implements alogic
function. For simplicity, we show the rest of the network as a
single noce (...) and asume that the aiticd path passes through
that noce.
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Figure 4 - Algorithm Example

Figure 5 - Mapping Solution
With No Watermark
After running the K-M Mapping agorithm on ou network, we
get asolutionthat is srown in Figure 5. Note that the shaded areas
represent amaaocdl with K inputs implementing a function o at

most M product terms. Here we have thosen K=4 and M=5.

We identify the [-critical path and assgn labels to the non
criticd signas (Figure 6). After assgning a unique label to ead
noncritica signal in ou circuit, we can start the adual
watermarking process Our watermark encoding agorithm
identifies the signals that are used to encode the message. For
demonstration puposes, let us assume that S, S, and & are
chosen to be marked. We introduce the watermark constraints by
bresking the seleded signals as a pair of primary output and
primary inpu signals as shown in Figure 7.

Figure 6 - Assgn LabelsTo Figure 7 - Introduce M apping
Non Critical Signals Constraints

We now run the mapping algorithm to oltain the solution in
Figure 8. The new mapping solution produces maaocdls that do
not contain the signals that we broke in our watermarking step.
We can nav remove the mnstraints by patching thesignals S, S;,
and S; to get the result in Figure 9.

Figure 8 — Technology

Figure 9 - Final Watermarked
M apping After Watermark

Solution
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Figure 10- Comparison Of Mapping Solutions

There is a well know analogy between the techndogy mapping
step in logic synthesis and the template matching step in
behavioral synthesis and compilation. Still, there ae two main
differences that have important ramifications when a technique
from one domain is adapted for applicaion in the other. First, in
behavioral synthesis there eists a notion o cycle time, dictated
by the aiticd path of the Slowest operation which hes to be
exeauted in asingle dock cycle. The second dfferenceisthat due
to time (hardware) sharing the impad of template matching on
areais more difficult to predict than in techndogy mapping.

We gplied the new criticd path-sensitive watermarking in high
level synthesis after two modificaions in order to address the
differences discussd above. First, we lowered the probability of
seleding the nodes in the mmputation as part of the signature, if
as a onsequence a locd template with strong area savings is
matched. Seoond, constraints, correspondng to al instances of
occurrences of templates, that are most frequent in a mputation,
get higher correlation d simultaneously recéving or not
recaving watermarking constraints. Mathematicd analysis
indicaes that the strength of ownership is improved if the
correlationfador is €leded to be 0.75.

Our watermarking method for techndogy mapping in logic
synthesis is implemented using C as part of the UC Berkeley SIS
padkage. The source files that implement this algorithm contain
abou 5401lines of code. The template matching watermarking for
behaviora synthesis is implemented using the HY PER padkage
[Rab9]].

5. Experimental Results

Table-1 summarizes the experimental results of watermarking the
mapping solutions for severa different circuits. All the example
circuits listed in Table-1 are MCNC benchmark circuits. These
circuits have unmapped internal node curts ranging from 696to
1566 noas and urmapped depths ranging from 11 to 108 nods.
In addition to depth and nodk wurts, Table-l also lists the
number of primary input / output signals, number of signals that
were deamed criticd or not, number of added constraints, and the
percentage of areaincrease due to watermark constraints. Some
of the drcuits contain several registers. Although the registers do
not effea the watermarking algorithm, their input and ouput
signals are urted as pseudo pimary inpu/output signals. Each
added constraint represents svera bits of information that are
obtained from the USERID string discussed ealier. The number
of bits correspondng to eat seleded signa depends on the
number of non-criticd signals determined in the dgorithm.

Table-2 lists the results of our watermarking method for template
matching behaviora synthesis. The designs include dementary
functions such as sne, linea controllers, and various other
structures [Rab91]. Although on average the aea requirements
increased by 1.9% for template matching (Table-2) with a median
of 1.2%, it is interesting to nae that abou 1/3 of the caes had a
deaease in the aearequirements. This outcomeis a mnsequence
of the omplexity of the dfeds constraints have on template



matching results. In general, it is difficult to predict what effeds
the adition o the mnstraints will have on the final area
requirements. Consequently, with template matching, athough
the watermarking algorithm introduces new constraints to the
design, the final solution may be more aeaefficient than before.

For ead circuit listed in Table-1, our algorithm attempted to add
a maximum of 20 watermarking constraints. However, as
discussed ealier, in some caes thistask isimpossble. The apexs
circuit for example, contains only 7 signals that were marked as
non-criticd, 4 of which could be marked withou disturbing the
maximum delay of the final network. The aeaoccupied by the
mapped circuits increased onaverage by 2.86% with a median of
2.04%.

6. Conclusion

We presented the first watermarking-based IPP technique which
guarantees preservation o criticd timing constraints in a design.
The dfedivenessof the technique is demonstrated ontechndogy
mapping and template matching. Low areaoverhead is achieved
on al designs, while strong proofs of ownership are etablished
through dfficult to deted and remove watermarks.

7. References

[Aho89] A.V. Aho, M. Ganapathi, SW.K. Tjiang: "Code Generation
Using TreeMatching and Dynamic Programming”, ACM Trans. on Prog.
Languags and Systems, Vol. 11, No. 4, pp. 491-516, 1989

[Aho90] A.V. Aho, "Algaithms for Finding Patterns in Strings."
Handbod of Theoretical Computer Science, Vol. A, ed. Jan van
Leauwen, Chap. 5, 255-300, 1990

[Cha98] Charhon, E.: "Hierarchicd watermarking in IC design”, Proc. of
the IEEE 1998 Custom Integrated Circuits Conference, 1998 p. 295-8.

[Con94] Cong, J. and Y. Ding, “An Optimal Technology Mapping
Algorithm for Delay Optimization in LUT Based FPGA Designs,” IEEE
Trans. On Computer-Aided Design, Vol. 13, pp. 1-12, Jan. 1994

[Dar81] Darringer, J.A.; Joyner, W.J., Jr.; Berman, C.L.; Trevillyan, L.
"Logic synthesis through locd transformations (VLSI CAD)". IBM
Journal of Research andDevdopment, July 1981, vol.25, (no.4):272-80.
[DeG85] Gregory, D.; Bartlett, K.; de Geus, A.; Hadtd, G.
"SOCRATES: A system for automaticdly synthesizing and optimizing
combinational logic". 23rd Design Automation Conference Proceedings
1986 p. 79-85.

[Hof82] C.W. Hoffman, M.J. O'Donnel: "Pattern Matching in Trees',
Journal of the ACM, Vol. Vol.29, No. 1, pp. 68-95, 1980

[Hon98 Hong, I.; Potkonjak, M. "Techniques for intellectual property
protection of DSPdesigns'. Proc. of the 1998IEEEICASS '98. p.3133
6, vol.5, 1998

[Kah9g Kahng, A.B.; Mantik, S.; Markov, I.L.; Potkonjak, M.; and
others. "Robust IP watermarking methodologies for physicd design”.
Procealings of 35th Design andAutomation Conference, p. 782-7, 1998

[Keu87 K. Keutze: "DAGON: Technology binding and locd
optimization by dag matching", 24th Design Automation Conference, pp.
341-347, 1987,

[Nik99] Nikolaidis, N.; Pitas, |. "Digital image watermarking: an
overview". Proceealings |EEE Internationd Conference on Multimedia
Computing and $stems. IEEE, 1999 p.1-6 vol.1.

[Not91] S. Note, W. Geurts, F. Catthoor, H. De Man: "Cathedral-Ill :
Architecture-Driven High Level Synthesis for High Throughpu DSP
Applicaions', ACM/IEEEDAC'91, pp. 597-602 1991

[Oli99] A. L. Oliveira, "Robust Techniques For Watermarking Sequential
Circuit Design". 1999DAC Procedlings, pp. 873842, 1999

[Per79] A.S. Perelson, G.F. Oster: "Theoreticd Studies of Clona
Selection: Minima Antibody Repertoire Size and Reliability of Self-
Non-Self Discrimination”, Journal of Theoretical Biology, Vol. 81, pp.
645670, 1979

[Per90] A.S. Perelson: "Theoreticd Immunology”, 1989 Ledures in
Complex Systems, pp. 465499 Addison-Wesley, Redwood City, CA.
Vol. 8, No. 2, pp. 40-51, June 1991

[Rab91] J. Rabaey, C. Chu, P. Hoang, M. Potkonjak, "Fast Prototyping of
Datapath-Intensive Architectures’, IEEE Design andTest of Computers,
Vol. 8, No. 2, pp. 40-51, June 1991

[Voy99] Voyatzis, G.; Pitas, |. "The use of watermarks in the protection
of digital multimedia products'. Procealings of the IEEE, July 1999
vol.87, (no.7):1197-207.

Design | # of Critical Path Area |Constr.

Nodes | cycles ns Increase|Added
Linear5mat|] 21 11/6 682/496 | 12.7% 7
Wdf8 23 10/8 308/255 7.2% 8
Volterra 24 14/7 830/648 4.2% 10
lir7 33 10/6 870/570| -2.9% 10
Modem 39 20/18 1480/630| -1.8% 12
Parallel8 39 9/8 612/312 6.3% 14
convs 45 10/7 770/518 -3.2% 15
Sine 49 16/23 992/621 0.9% 17
Ladcer8 50 34/ 47 2448/ 1457 -2.2% 16
Wavdet 53 14/9 1078/513| 4.3% 22
DS25 62 15/7 462/ 255 -3.4% 23
Differ 80 157 1406/ 423 3.2% 27
Winfft1l 104 | 11/10 847/590 4.7% 34
Winfft13 116 11/10 847/590 1.5% 35
DSKaiser 137 30/11 2670/748| -0.6% 47
firl00 302 |103/28 9064/2408 0.8% 98

Table 2 — Experimental Results - Watermarking
Template Matching For Behavioral Synthesis

Unmapped Mapped
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CII’CUIt '% 3 = E '% zgg ZQ% %g_, &—J?_;?gg_‘g ﬂi:

Apex5 11 828 117 88 4 525 527 1158 7 4 038% 170

Frg2 12 695 143 139 4 442 451 961 50 14 2.04% 1.60

X3 12 768 135 99 4 338 358 218 800 18 592% 1.50

18 12 917 133 81 5 581 586 1295 74 15 0.86% 2.00

Apex6 16 714 135 99 6 338 376 306 634 20 1124% 1.40

Pair 18 1556 173 137 6 798 801 1682 466 19 0.38% 3.00

Rot 22 696 135 107 8 391 397 465 458 20 153% 1.40

9234 22 928 172 175 7 460 472 399 817 19 261% 1.90

S5378 24 1322 196 210 9 653 670 366 1403 20 2.60% 2.70
C2670 26 1300 233 64 9 510 523 1500 517 19 255% 250 Thisr chwas sipported in part by

MM30A| 108 1500 124 121 28 884 896 1227 1235 20 1.36% 3.30 NSF under grant CCB-9734166

* Run-times reported in seconds on a Sun UltraSparc 5 (333Mhz 128MB RAM)

Table 1- Experimental Result - Watermarking Technology Mappng For Logic Synthesis
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