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Image-Adaptive Watermarking Using Visual Models

Christine 1. PodilchukMember, IEEE and Wenjun Zeng

Abstract—The huge success of the Internet allows for the for many source-based applications is the ability to detect the
transmission, wide distribution, and access of electronic data watermark without the original image. The watermark could
in an effortless manner. Content providers are faced with the 5154 pe destination based where each distributed copy gets
challenge of how to protect their electronic data. This problem has . . o .
generated a flurry of recent research activity in the area of digital a unique Watermqu identifying the particular buyer or end-
watermarking of electronic content for copyright protection. user. The destination-based watermark could be used to trace
Unlike the traditional visible watermark found on paper, the the end-user in the case of illegal use such as reselling. It is
challenge here is to introduce a digital watermark that does not reasonable to assume that the content provider has the original
alter the perceived quality of the electronic content, while being ;446 ayailable for watermark detection in destination-based
extremely robust to attack. For instance, in the case of image . L.
data, editing the picture or illegal tampering should not destroy gppllcatlons. Ther_e may be applications where we would
or transform the watermark into another valid signature. Equally ~ like to attach multiple watermarks, source based as well as
important, the watermark should not alter the perceived visual destination based, to one image.
quality of the image. From a signal processing perspective, the  \We begin by reviewing some of the requirements that

two basic requirements for an effective watermarking scheme, 5.0 necessary to provide a useful and effective watermark-
robustness and transparency, conflict with each other.

We propose two watermarking techniques for digital images N9 Scheme. These requirements apply to any data type in
that are based on utilizing visual models which have been de- general but we focus on requirements that are most useful

veloped in the context of image compression. Specifically, wefor destination-based rather than source-based applications.
propose watermarking schemes where visual models are used toThe three features that we examine for our application are:

determine image dependent upper bounds on watermark inser- .
tion. This allows us to provide the maximum strength transparent transparency, robustness, and capacity. Transparency refers to

watermark which, in turn, is extremely robust to common image the perceptual quality of the data being protected. For the
processing and editing such as JPEG compression, rescaling, andcase of image data, the watermark should be invisible over
cropping. We propose perceptually based watermarking schemes all image types. Such a requirement is most challenging for
in two fr_amewo_rks: the block-based discret_e cosine tran;form images composed of large smooth areas. The digital water-
vty 200 csuys Mk shouid also be robust to signal processing. deally, the
both in terms of image transparency and robustness. amount of signal distortion necessary to remove the watermark
should degrade the desired image quality to the point of
becoming commercially valueless. Typical signal processing
includes intentional transformations of the image data as well
as illegal attempts to remove or transform the watermark

[. INTRODUCTION into another valid watermark. Typical image transformations

HE success of the Internet introduces a new set #xclude compression (in particular JPEG), resampling, requan-
challenging problems regarding security. One of marii{zation, image enhancements, cropping, and halftoning. For
issues that has arisen is the problem of copyright protectiondgstination-based watermarking, capacity may be a critical
electronic information. Specifically, the idea of digital waterissue for widely distributed content. By capacity we mean
marking of electronic data has become an area of increasedth& ability to be able to detect the watermarks with a low
search activity over the last several years. Here we addressRFebability of error as the number of watermarks increases.
problem of watermarking digital image content. Current workhe watermarking technique should provide a framework to
on watermarking falls into two broad categories: source-bas@gert the maximum number of distinguishable watermarks.
and destination-based schemes. Source-based schemes fbhere has been some interesting work on source-based
cus on ownership identification/authentication where a unigié@termarking for authentication and alteration detection of the
watermark identifying the owner is introduced to all thé@riginal data. For this application as well as several others,
copies of a particular image being distributed. A sourcé- is desirable to be able to extract the watermark without
based watermark could be used for authentication and thg original image. The requirement of being able to detect
determine whether a received image or other electronic d&f& watermark without the original image introduces a very
has been tampered with. An important constraint to consideftallenging problem especially if robustness is also desirable.
Here we focus on applications where the original image is

Index Terms—Eopyright protection, DCT’s, image watermark-
ing, perceptual models, wavelets.
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The requirements of transparency, robustness, and capaistyperformed solely in the frequency domain in one step
introduce a challenging problem from the signal processinghereas the method proposed in [14] inserts the watermark
perspective. The most straightforward way to introduce ia the spatial domain, performs frequency weighing, followed
transparent watermark results in a watermark that is veoy spatial correction. Another block-based frequency domain
vulnerable to attack. For example, placing a watermark technique described in [15] is based on inserting a watermark
the least significant bits or in the high frequency componentsto the phase components of the image data since it has
can be destroyed with simple quantization or lowpass filteringen established that for image data, the phase information
without necessarily affecting the image quality. Many of this perceptually more significant than the magnitude data.
earlier techniques used such approaches to produce visuall$everal techniques have also been proposed based on global
pleasing but not robust results. A review of some of thigansforms of the image data. In the published literature, an
published watermarking techniques can be found in [1]. interesting frequency domain method for digital watermarking

One of the earliest papers on watermarking [2] intreef images is proposed by Coet al. [1], [16] based on the
duced a scheme specifically for text data. The watermadea of spread-spectrum (SS) communications. The published
consists of slight imperceivable shifts between words amdsults show that the technique is very effective both in
lines. In the case of image watermarking, the schemes f@lms of image quality and robustness to signal processing
into two broad categories: spatial-domain and frequencgnd attempts to remove the watermark. The technique is
domain techniques. Spatial-domain watermarking techniquestivated by both perceptual transparency and watermark
for image data include those found in [3]-[10]. The authom®bustness. One of the significant contributions in this work
in [11] present an argument for why current watermarking the realization that the watermark should be inserted in the
schemes are not effective for proving ownership and prperceptually significanportion of the image to be robust. A
pose noninvertible watermarking schemes to overcome thi®CT is performed on the whole image, and the watermark
weakness. A reasonable and simple approach for ownersisipnserted in a predetermined range of low frequency com-
protection may consist of registering content in a centrpbnents minus the DC component. The watermark consists
database. Watermark algorithms might prove to be more useffila sequence of real numbers generated from a Gaussian
for other applications. Frequency-domain watermarking tectlistribution which is added to the DCT coefficients. The
nigues could be based on spatially local or global transformsatermark signal is scaled according to the signal strength of
A common transform framework for images is the blockthe particular frequency component. This is a reasonable and
based discrete cosine transform (DCT). One of the technigugsple way to introduce some type of perceptual weighing into
which will be described in this paper is based on a blockhe watermarking scheme, and the authors point out that more
DCT framework where the typical block size for the DCTsophisticated models could be used. Our work is motivated by
is 8 x 8. This is the same basic decomposition currentiie ideas and results introduced in this paper. We propose two
used in the still image compression standard, JPEG. Operceptually based schemes: 1) a block-DCT scheme which
of the first watermarking techniques based on the blockas the advantage of direct watermark encoding of JPEG
DCT is proposed in [12]. A pseudorandom subset of thststreams and 2) a wavelet-based scheme which provides
blocks are chosen, and a triplet of midrange frequencies @ne advantage of containing watermark components with local
slightly altered to encode a binary sequence. This seespatial support as well as watermark components with global
to be a reasonable approach since watermarks inserted spatial support, resulting in a scheme that has the benefits of
the high frequencies are vulnerable to attack whereas theth frameworks.
low frequency components are perceptually significant andThere has been much research over the years in trying
alterations to the low frequency components may becort@ understand the human visual system and applying this
visible. Such a scheme should provide reasonable resltowledge to image processing applications. Such work has
on average, although a more image-dependent scheme cdiddn examined for different problems with varying degrees
provide better quality as well as robustness. Two DCT-basefl success. Recently, visual models have been developed
approaches are described in [13] where watermark detectapecifically for the compression of image data to provide
does not require the original image. Another DCT-basdsbtter compression than is possible using the more traditional
scheme in [14] also proposes using perceptual informationdpproaches which take advantage only of signal statistics.
embed the watermark. One significant difference between theisual models derived for data compression are ideally suited
approach and the DCT-based approach proposed here is toathe digital watermarking problem. One common paradigm
the visual model used in [14] results in a frequency weightirfgr perceptual coding is based on deriving an image dependent
that is identical for every DCT-block in every image. In othemask containing th@ist noticeable differencgdND’s) which
words, the frequency weighing depends only on the basssused in compression applications to derive perceptually
function and does not adapt to local image characteristics otdased quantizers and to determine perceptually based bit
different images. This frequency weighing is then “correctedillocation. Such a model can be directly extended to the water-
in the spatial domain. The DCT-based technique proposed hararking application by providing upper bounds on watermark
adapts to each DCT coefficient in every block in an optimumtensity levels for every part of the image which guarantees
fashion based on threshold values determined for every D&®&nsparency while providing a very robust watermark. The
value in the image. These values adapt across blocks witdiND’s are also useful in determining an upper bound on the
an image as well as across images. Our DCT-based encaui@mber of watermarks that can be applied to a particular image
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Fig. 1. Watermarked images IM1, IM2, and corresponding watermarks for SS (left), IA-DCT (center), and IA-W (right).

with low probability of error which we will refer to as the destroying the original image quality. For the receiver-based

capacity problem for watermarking. problem, we may also wish to provide the maximum number
of unambiguous watermarks. We argue that by using visual
[l. M OTIVATION FOR IMAGE-ADAPTIVE WATERMARKING models, we can adapt each watermark sequence to the local

We would like to embed a digital signature into an origingdroperties of the image providing a watermark that is trans-
image that is imperceptible and is difficult to remove withoyparent and robust. As an example, we show several images
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Fig. 2. Watermarked images IM3, IM4, and corresponding watermarks for SS (left), IA-DCT (center), and IA-W (right).

where image-adaptable watermarks may not provide tremdmased watermarks are fairly unstructured. This example is in
dous gains due to the fairly uniform perceptual characteristicentrast to the images shown in Fig. 2, where the image-
of the original images. These images are illustrated in Fig. &daptive watermarks are very structured, taking advantage of
The original watermarked images are shown in the top ratlwve local properties of the image. By using visual models,
with the corresponding watermarks displayed in the spatiak can adapt the watermark to each image, providing a
domain directly below the images for three schemes: the &&ximum length and maximum power watermark subject
technique as described in [1], the image-adaptive DCT (lAe the imperceptibility constraint. We define a watermark
DCT), and image-adaptive wavelet (IA-W) schemes proposedquencew,,, = wi, ws, ---, w,, Where the length of the
here. Note that for these examples, the image characteriseguence:; is determined by our visual model and can differ
are fairly uniform over the whole image and the perceptualfpr each imagel. The power constraint on the watermark
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TABLE | all the masking information obtainable from a visual model.
LENGTH OF WATERMARK SEQUENCE USING In practice, the amount of side information needed to send
THE IA-DCT WATERMARKING SCHEME . [ . .
all the threshold values is prohibitive for image compression
Algorithm | TM1 | IM2 | IM3 | IM4 | IM5 | IM6 | IM7 | IMS applications. Therefore, some average threshold values are
IA-DCT | 17118 | 9762 | 60268 | 28679 | 26412 | 43364 | 70417 | 24936  chosen based on either the most sensitive portion of an image
to provide transparent image quality at variable (usually quite
high) bit rate or based on a fixed bit rate with resulting

sequence is defined as variable image quality. For instance, in JPEG compression,
nr—1 a visual model can be used to design ong 8 quantization
1 Z (ar iwi)Q <P (1) matrix for the whole image. This limitation does not exist
nroi— for the watermarking application where we can take full

. . ! ) advantage of the local threshold values since we have the
where for this problen®; is defined as the maximum POWEIriginal image at the receiver. In fact, the original image is

of ahn !mperceptlblewaterm.ark seqhueﬂcel and can dlffehr fOhot needed since the JND's can be quite accurately estimated
eac h|mageI. We detekr_mme both the eggthl and tle from the received watermarked image. The thresholds obtained
weights ay,; Using masking properties to determine a OCE”om the perceptual model are used to determine the location

IND ag,; = Ji,. The watermark sequence 1S ge_nerated frO8h g maximum strength of the watermark signal that can be
a normal distribution of zero mean and unit variance so tl‘ﬁ%

h f thi iohted by th hresh erated in every portion of the image without affecting
the power of this sequence weighted by the JND thresho perceived image quality. The JND thresholds are image

is lower than the maximum power allowed subject t0 th§o engent, and as long as the watermark values remain below
transparency condition. In other words, the original image C@flase thresholds, we achieve watermark transparency. As de-
be thOL.'ght of as Fhe channel Wh?“? the channel Capac't_ysﬁsribed earlier, this type of scheme also allows us to approach
determined by the image _characterlstlcs. The_numbferof UNiqUe 1 aximum capacity of the given image subject to image
watermarks th.a.lt can be inserted into a particular image W%nsparency. Two things may occur with other watermarking
a low probability of error can be analyzed by Cor]S"de“”%bchniques which are based on more heuristic watermarking

the image as a Gaussian channel where the capacity of ?)roaches. Many times, the watermark technique is overly

;::annel 1S given by}g/2_ log.(l +;D/g)' E'Orh each |magde, conservative to guarantee transparency for a wide variety
€ maximum Power™ IS given by I77 WRICN COITESPONas ¢ input images. A conservative approach may result in a

to the maximum. power for a_part_icular image ;ubject Qatermark which is much weaker in some areas than a
the Fransp;alrerltr:]y ;:?r?stral?t. L'kEW'Se’ for. ea_ch mt:age, tB‘S\rticular image could tolerate. This results in a less robust
maximum lengih of the walermark SeqUence given byn;  geheme than is possible by allowing the watermark signal

which corresponds to the maximum length watermark subjet tapproach the perceptual upper bound. The length of the

to ;h? tr:anlsdparen_((:jy ::honstra|_nt. Ide?IIy, ;}n effe_ct|ve IV SUatermark sequence may also be conservative to avoid visible
model should provide the maximum strengin, maximum eNgle, s - For instance, some techniques avoid inserting a

watermark sequence that can be inserted without introduc'\pvgtermark signal in the low and high frequency components.

visual dlstortlops. This is the.best We can hope to ""Ch'e"eﬂ shorter sequence is less robust and lowers the watermark
terms of capacity for a Gaussian channel, subject to percepty acity for a given image. For some images, especially those

tsrsgjepscr:inggie-m?rlsec; glu?;;aﬁzugemlgggng dt?r? t\r']V:ﬁ(XTDa ntaining large smooth areas, heuristic techniques could result
watermarking scheme d)éscribed here. Note that the waterm'nrkviSibIe watermarks since the algorithms, especially those
length varies significantly depending .on the particular ima BaSed on a global transfgrm, are not able to ao_lequately adapt
characteristics. The maximum allowable watermark Iengthgi8 I'ocal image charapterlsucs. The .JND paradigm allows us
. ) . . . . {6 introduce a technique for adapting the watermark based
simply the number of pixels in an image which for all the - C 2 "
on global characteristics such as viewing conditions as well
in comparison to the method presented in [16] where tr\%s local image characterlstlcs_, assouat_ed with visual mas_kmg.
watermark sequence is a fixed length of 1000 for all images e describe two watermarking techniques based on visual
models: an IA-DCT [17] approach and an image-adaptive
wavelet IA-W approach [18].
The models used here can be described in terms of three
The watermarking techniques introduced here take advatifferent properties of the human visual system that have been
tage of the research results on developing useful visual modgigdied in the context of image coding: frequency sensitivity,
for image compression. Specifically, perceptual coders badedhinance sensitivity, and contrast masking. Frequency sen-
on the JND paradigm are ideally suited in addressing tlsdivity describes the human eye’s sensitivity to sine wave
watermarking problem. For compression applications, the JNjPatings at various frequencies. From such a model, given
thresholds determine optimum quantization step sizes or thiit the minimum viewing distance is fixed, it is possible to
allocations for different parts of the image as determined ldetermine a static JND threshold for each frequency band.
a model of the human visual system and local image chdrequency sensitivity provides a basic visual model which
acteristics. Unfortunately, for the case of image compressiatepends only on viewing conditions and is indepedent of

it is often the case that we cannot fully take advantage mhage content. Luminance sensitivity measures the effect of

Ill. VISUAL MODELS FORWATERMARKING
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watermark sequence A. Image-Adaptive DCT (IA-DCT) Watermarking

JPEG is the current international standard for color still

Wu,v image compression. Therefore, it is important to examine how

<" we can take advantage of visual models within this framework

original i | frequency Xu,y watermark | o watermarked even though blpck—based DCT's are not ideal _in terms of
image 1 decomposition insertion > image mimicking our visual system'’s structure. For details on JPEG
compression see [19]. For the watermarking scheme using

Juy the DCT framework, the original image is decomposed into

nonoverlapping 8x 8 blocks and the DCT is performed
independently for every block of data. Due to the block-
calculate structure in the decomposition, we will refer to the original
INDs image pixels as;_; , wherei, j denotes the location in block
bandX, ., , denotes the DCT coefficient for the basis function
Fig. 3. Block diagram of the watermark encoder. associated with locatiom, v in block b. Since JPEG allows
the user to specify a quantization table for each image, it
the detectability threshold of noise on a constant backgrouridtould be possible to derive a “perceptually optimal” one.
For the human visual system, this is a nonlinear function atd [20] a set of formulas for determining the perceptually
depends on local image characteristics. The third compone@ifimal quantization matrices for both luminance and chroma
contrast masking, allows for even more dynamic control @ven the viewing conditions is presented. This model takes
the JND threshold levels. Contrast masking refers to tfiefo account frequency sensitivity in determining the optimum
detectability of one signal in the presence of another signgljantization matrix but does not take into account the image
and the effect is strongest when both signals are of the sad&pendent components of luminance sensitivity and contrast
spatial frequency, orientation, and location. Very effective vinasking. This has been addressed by Watson [21], where this
sual models have been developed for compression applicatiapgroach has been extended to determine an image depen-
that take into account frequency sensitivity, local luminana®nt quantization table that incorporates not only the global
sensitivity, and contrast masking [21]. conditions, but also accounts for local luminance and contrast
We present two watermarking schemes where the watermanksking. These thresholds are used to derive an optimal image
insertion for both cases can be described in general as  dependent quantization table for a specified level of visual
X Koo+ Jujvu, v, 1 Xy v > Juw distortion. Since JPEG a||9VYS fqr pnly one guantization matrix
Xow = {Xu’m 7 otherwise (2) for all the image blocks, it is difficult to take full advantage
' of the local properties as given by Watson’s model. The work
where X, , refers to the frequency coefficients of the origingh [22] introduces additional local quantizer control by using
image samples;; ;, X , refers to the watermarked imagewatson’s model to drive a prequantizer which zeros out all
coefficients,w,, ., is the sequence of watermark values genepcCT coefficients below the locally derived JND threshold but
ated from a normal distribution of zero mean and unit variancgiso cannot utilize all the local threshold information. The
and.J, . is the computed JND calculated for each coefficienypgg pitstream specification limits the amount of perceptual
A block diagram of the general image-adaptive perceptugle tuning that can be incorporated into the coder. This applies
watermarking scheme is illustrated in Fig. 3. We describe tWg other coding schemes as well where much of the information
techniques: one where the frequency decomposition consisisained from an image-dependent visual mask cannot be
of block-based DCT's (IA-DCT scheme) and one where thgcorporated into the design of a coder due to the amount
frequency decomposition consists of a wavelet decompositigp oyerhead needed to transmit the side information. For the
(IA-W scheme). o watermarking application, however, we are not limited by the
_ Attimes we may have priori knowledge about some of the g nt of bits needed to transmit the perceptual mask since
image transformations that will be applied to the watermarkefls riginal image is available at the receiver for watermark

image, and it is best to take advantage of this knowledge 3o tion. The JND thresholds are directly calculated from the
the watermarking process. In this case, however, we do %Qbinal image

assume any p”OF knowledge, and unlike [1_6] we do not limit o g g pCT framework provides some local control
watgrmark insertion only_to perceptually significant parts Qfnich aliows us to incorporate local visual masking effects
Fhe wpage:. A S“ghtt rr:r)dﬁ.lca'tfpn ?:f (Zf)f. ""."0\?’5 folr watermarlimo the watermark encoder although such a decomposition is
insertion toperceptually significantoetnicients only not ideally suited for taking advantage of visual masking. A

Xuyw + Ju, oW, vy 1 Xy oy > Ju o benefit of such a scheme is that if the images are stored as
X = and Juv <Typ (3) compressed JPEG bitstreams, the watermarks can be inserted
’ Xov directly into the bitstream by partially decompressing the
X, vs otherwise

data. This is in contrast to decoding the image, applying the
where Tynp is an empirically derived threshold value thatvatermark, and encoding the image again.

determines the cutoff for perceptually significant frequency For the watermarking problem, we can fully utilize the local

components as determined by the JND threshold values. information extracted from the visual models since the original
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image is available at the receiver. We originally examined twimage quality. This is consistent with the published results
perceptual models which have been applied to the baselpresented in [22] where the author shows that for image
mode of the JPEG coder [21], [23]. Both the Watson modebmpression, the results are similar. For the rest of the
[21] and the Safranek—Johnston model [23] are based discussion here, as well as the section on results, the IA-DCT
the same image independent component utilizing frequenalgorithm assumes Watson's model for determining the JND's.
sensitivity as determined by measurements of specific viewingThe image dependent masking thresholds are used to de-
conditions. This component of the visual model is based ¢ermine the location and maximum strength of the watermark
the work presented in [20] with a minimum viewing distancghich consists of a sequence of real numbers generated from
of four picture heights and a D65 monitor white point. Wa Gaussian distribution with zero mean and unit variance as
refer to the frequency sensitivity portion of the modeltﬁsb proposed in the SS technique in [16]. One reason for such a
where a frequency threshold value is derived for each DGWatermark is robustness to collusion and is described by the
basis function and in this case results in arx 8 matrix of authors in [1].

threshold values. Watson further refines this model by addingThe watermark encoder for the IA-DCT scheme is described
a luminance sensitivity and contrast masking component [2&k

Luminance sensitivity is estimated by the formula .
g d . {Xu, vob g W, B Xy >0,

X Xr .= ;

th L =¢F (2200 ’ (4) vt X, v, bs otherwise

w,v, b Yu,v 2
o N\ Xopo

where Xy o 5 is the DC coefficient of the DCT for block
b, Xo o is the DC coefficient corresponding to the mea
luminance of the display, andis a parameter which controls
the degree of luminance sensitivity. The authors in [20] sugg
setting ¢ to 0.649. Given a DCT coefficien¥,, , , and

a corresponding threshold value derived from the viewi
conditions and local luminance maskingﬁj,vjb, a contrast
masking threshold$ , , is derived as

(7)

where X, ., ; refers to the DCT coefficientsy*  , refers to

the watermarked DCT coefficients, . s iS the éequence of
watermark values, antf’  , is the computed JND calculated
$™m the visual model described in [21]. Note that since the
watermark is generated from a normal distribution, watermark
"Bsertion as given in (2) will occasionally result in values that
exceed the JND. Informal studies show that exceeding the
JND occasionally does not result in any visibly objectionable
results. This might signify that there are other masking effects
that could be incorporated into the visual models that we

wherew, . is a number between zero and one and can assu g not currently taking advantage of. We have not. run

a different value for each DCT basis function. A typicaormal tests, however, to make any definite conclusions.

empirically derived value forw, . is 0.7 The DCT-based technique offers the advantage of direct
U, v .

The Safranek—Johnston model [23] is composed of the Sa}ﬁ%termarking of JPEG bitstreams by partially decompressing

image independent componetft, as Watson's model with g the bitstream. Specifically, the bitstream is passed through the
different contrast masking comjponent. The model for contra&ttroPY decoder and Inverse quannzer anc_i then water_marked.
masking is a function of the standard deviation of the DCq;urrently, the wate_rmark is only inserted into the luminance
coefficients and is described as component of the image.

ti v,b — MaX[tL |Xu,'v,b|wu’ v (tL )1—'wu, U} (5)

w, v, b w, v, b

ey = B. Image-Adaptive Wavelet (IA-W) Watermarking

1‘3’4_ Oyt if oy < tmin A perceptually based watermarking algorithm is also pro-

(tomn— i) (Lo —1) if tmin <03 Stmax  posed based on a wavelet decomposition where the threshold
T A TS mas it o > foion values have also been derived previously for image com-
(6) pression [25]. Frequency sensitivity thresholds are determined
for a hierarchical decomposition using the 9-7 biorthogonal
wheret,,;, and#,,; are empirically derived lower and uppeffilters from [26]. Due to the hierarchical decomposition, this
threshold valuesg, is the standard deviation of the DCTapproach has the advantage of constructing watermark compo-
coefficients in blocks, and 7., is an empirically derived nents that have varying spatial support providing the benefits
maximum elevation level. For more details on the derivatioof both a spatially local and a spatially global watermark. The
of this model for contrast masking, please refer to [24]. Theatermark component with local spatial support is suited for
Safranek—Johnston model presents a very simple techniquelémal visual masking effects and is robust to signal processing
estimating contrast masking but results in only one threshaddch as cropping. The watermark component with global
value for an entire block. This technique does not take infpatial support is robust to operations such as lowpass filtering.
account the distribution of energy within the block and cann@tue to the hierarchical nature of such an approach, this
distinguish between a block with an edge or some othscheme is more robust to certain types of distortions than the
type of structured high frequency content and a block @CT-based framework which produces watermarks with only
random texture. Perhaps for these reasons, when compaftowal spatial support or to the SS approach which produces
the watermarking scheme using Watson’'s model and thatermarks with only global spatial support. The wavelet
Safranek—Johnston model, Watson’s model resulted in bettermework consists of a four-level decomposition as illustrated
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in Fig. 5. Here, the upper left-hand corner corresponds to the watermark sequence

lowest frequency band. The visual model used here is much *

simpler than the one used in the DCT-based scheme. A weight oy

tf: s Is determined for each frequency band based on typigal ) Yoo _ i
viewing conditions. Heré denotes the resolution level wherg s, | sooai” o e tion | W-image
[ =1,2,3,4 and f denotes the frequency orientation wherg

f = 1,2, 3. Referring to Fig. 5 the frequency locations 1 Juy
and 2 refer to low horizontal/high vertical frequency compo-

nents and low vertical/high horizontal frequency components, i inal
respectively, and frequency location 4 refers to high hori- calculate e tion = image
zontal/high vertical frequency components. The details of the INDs Xyy
experiments and resulting weights can be found in [25]. This
model could be further refined by adding image-dependér?
components as in the DCT-based approach. Even this simple

visual model, however, yields very good results, and the |1,z

4. Block diagram of the watermark decoder.

hierarchical framework provides a robust watermark as wetf—; 51 2-1
as finer control of watermark insertion than can be obtaine 3,1
using a block-based scheme. Results comparing the wave et 5 | 2,3
based scheme to the DCT-based scheme will be described in
the section on results. The watermark insertion for IA-W is 4,1
described by
3,2 3,3

: X+ pwu gy 0 X >t
v b S X w1, fs otherwise

(8)

where X, ., ; ; refers to the wavelet coefficient at posi
tion (u, v) in resolution levell and frequency orientation
[, X5 .. refers to the watermarked wavelet coefficient,
wy,v,1,5 IS the watermark sequence, amf, corresponds 4,2 4,3
to the computed frequency weight at leveand frequency
orientation f for the 9-7 biorthogonal filters. As for the IA-
DCT approach, the watermark is inserted only in the luminance
component of the image.

IV. WATERMARK DETECTION Fig. 5. Wavelet decomposition for IA-W scheme.

Watermark detection is based on classical detection theory
[27], and a block diagram of the process appears in Fig. 4. Thigyinyted, the correlation coefficient is one. df and w*

is the same basic approach used in the SS detection schemeingependen,,.- is also normally distributed. Therefore,

[16]. The original image is subtracted from the received imagg,e probability of p..- exceeding a certain threshold can

and the correlation between the signal difference and a SpeGfi€ c5icylated from the normal distribution. The watermark
watermark sequence is determined. The correlation valuéyiSection is performed by comparing the correlation coefficient
compared to a threshold to determine whether the receigd, hreshold value which can be modified according to the
image contains the watermark in question. The normalizgd jeoff between probability of detection and the probability
correlation detection scheme for the IA-DCT scheme can B@ taise alarm that is appropriate for a particular application.

expressed as The final step for watermark detection is

A

(D, G, G Puwwr > 1 watermarkw detected (11)
wr puwwr < T, watermarkw is not detected.
* —_ 5,u,v,
W00 = < o ©) Any prior knowledge about the image transformations

w* - w should be incorporated either in the watermark encoder

Pruw* :ﬁ (10) or decoder. For instance, if it is known that the image is

wew to be lowpass filtered in some way, the high frequency

wherew® - w denotes the dot producty; , , , denotes the components should be avoided for watermarking. At the
possible received, perhaps distorted watermark scaled by tiezoder, we perform some postprocessing on the received
JNDthreshoId$i » 0 Wy, denotes the received watermarkimage to “whiten” our received sequence to achieve better

andp,,.~ is the normalized correlation coefficient between theetection results. The work presented by [16] offers several
two signalsw and w*. If w is identical tow* and normally techniques to estimate the degradations of the received,
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possibly watermarked image based on the original image. \&leoose the maximum correlation value over all the possible
employ several similar techniques such as using the originalels as well as frequency locations
image to register a cropped image plus watermark. We have
also employed several simple steps to ignore any received P = Iax {Pww(1); puww(f)}- 17)
. . - f
watermark values that deviate from what is expected. This
filtering procedure is applied to the detection step of all the We now compare our image-adaptive perceptual algorithms
watermarking techniques we compare. The filtering step lis-DCT and IA-W to the SS technique outlined in [1], to see

described in general for any frequency locatien €) as if there are any gains in using image-adaptive watermarking
L based on a formal visual model over a less image-dependent
« _ 0, it X5 < Juw scheme.
Wu v * g ’ (12)
' wy, ,, Otherwise
V. RESULTS

whereJ, , is determined by the JND’s for the image-adaptive

h d b led . f the f .We apply the perceptual watermarks using the DCT frame-
schemes and Dy a scaled version of the Trequency Coellls . onq the wavelet framework to a wide variety of images
cient for the SS scheme. We discard any watermark sign

. . ) >test both for transparency and robustness. Since the per-
correspondmg to frequency locations where the received Wcae'ptual watermark schemes adapt on a local level to image
terlznar;]edlzl%r\}al lhas_tLalle?hbelow ? i_hres_hold.f q characteristics, we hope to get better results than techniques

orihe 1AW algorithm, fhe correlation 1S periormed Sepgypich do not adapt to local characteristics. The SS technique

rately at each level as labeled in Fig. 5, that is described in [16] presents a wide range of robustness results

w* —x _ g without adapting to local image properties. We compare our
suvl f TR n b T Sl technique to the SS technique to see if there are any gains in
* _ Ws vl f 13) Using formal visual models for image-adaptive watermarking.
wu,'v, Lf— F ( ) . . . . . .
t s Our implementation of the SS technique is consistent with the
wi ;-wy, g results reported in [16]. Our detection scheme is consistent for
Pww (L, [) = —E’ E all the techniques we tested as outlined in the previous section.

wy, fHwy

forl=123 dandf =1, 2 3. (14) It is possible that other postprocessing techniques may help

yield better detection results. In our comparisons, we examine

In this case the normalized correlation is calculated separat%FteCtabmty of one watermark, We extend the framework

for each subbandi,(f). We calculate the average for each ére to the prqblem of _detectablhty of multiple Watermarks
: and the capacity issue in the work to be presented in [28].
resolution levell as

It is also worth mentioning that, although the watermark
1 Ny detection scheme used here assumes that the original image
Puww (1) = A Z pww (L, ) fori=1,..-,4 (15) is available at the decoder, the general framework could be
f 3 modified for detection without the original image. The basic
difference is that the JND values will be estimated from the
where Ny is the number of frequency orientations. In this casgceived watermarked image and the correlation values will
N; = 3. By evaluating the correlations separately at eaqj}op resulting in a less robust scheme.
resolution, we can use this to our advantage in the detectior]mage Quality: We examined a wide range of pictures
process. For instance, cropping the image will impact thgr image quality. It is reasonable to assume that many of
watermark values in the lower frequency levels more than {Re published watermarking techniques will yield satisfactory
the higher levels. This is due to the fact that the watermagksyits in terms of transparency for images with relatively
sequence in the higher levels corresponds to a smaller spagigh complexity, that is images which contain a fair amount
support. Likewise, any type of lowpass filtering operation wilhf details and texture. The transparency of watermarks in
affect the higher frequency watermark coefficients more th?r’fﬂages with high frequency content is actually an example
the lower levels. We can take advantage of this by discardigg contrast masking. The images illustrated in Figs. 1, 2,
Iayers with low correlation values. S|m||ar|y, we calculate thgnd 6 show some typ|ca| images which y|e|d good results
average correlation value over a certain frequency orientatign, terms of transparency for the watermarking techniques
I.e., considered here. It is likely that any conservative watermark
Lo encoding scheme based on some simple, heuristic rules will
pow (f) = = Z pow (1, ) for f=1,---,3 (16) provide acceptabl_e image quality for a wide range (_)f image
[y types. In comparing the perceptual methods described here
and the SS technique in [16], differences in image quality
where N; is the number of levels. In this cash; = 4. become apparent for images that contain large smooth areas.
By evaluating the correlations separately for each frequenEgr such images, the SS watermark may become visible.
orientation, we can take advantage of any strong structure thég. 7 illustrates two images where the SS watermark affects
is associated with the original image where the watermatthe original image quality. The two images shown illustrate
sequence is much stronger than in other frequency orientatioiie watermarked images using the SS algorithm on the left,
By examining the subband correlations separately, we ctre IA-DCT algorithm in the center, and IA-W algorithm
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s L b e SRR

Fig. 6. Watermarked images IM5-IM8 and corresponding watermarks for IA-DCT (left) and IA-W (right).

on the right with the corresponding watermarks illustratectopping zeros out spatial components and JPEG compression
below each image. The SS watermark is most visible in tifer more generally any type of lowpass filtering operation)
smooth background area where the “blotchy” distortion hagros out frequency components. Since the IA-DCT watermark
a similar structure to the watermark. Note how the imagéramework is the same as for JPEG compression, we expect
adaptive approaches avoid inserting strong watermark signéie SS as well as the IA-W schemes to be more robust to JPEG
in the large smooth areas of the picture. This is especiatpmpression. Also due to the fact that the SS approach avoids
pronounced in the “skier” (IM9) where the perceptually basedserting watermark components into the high frequencies, we
watermarks are guided to the edges of the image data. Nesgpect such a technique to be more robust to compression
that adjusting the scaling parameter to a lower value fas well as any general lowpass filtering operation. Likewise,
the SS approach, from the original vale of 0.1 given iwe expect the schemes which introduce watermarks with
[1], results in a less visible watermark at the expense lfcal spatial support, namely IA-DCT and IA-W, to have an
robustness. Even better results could be obtained if the scalatlyantage over the SS technique for spatial cropping.
parameter is adapted to each frequency component in som&able Il shows the correlation results after JPEG compres-
perceptual manner, although in the current framework, locsibn. Each column refers to a different quality factpmwhere
spatial control of the watermark is not possible. We compal@wer @ values correspond to greater compression. For most
the proposed watermarking schemes to the SS approach usingges, the image quality suffers significantly f@r values
several images of varying characteristics. IM1—4 are illustratémver than 40, resulting in very visible blocking artifacts. We
in Figs. 1 and 2, and IM5-8 with the corresponding IA-DCTEompare the SS approach to IA-DCT and IA-W for several
and IA-W watermarks are illustrated in Fig. 6. different images shown in Figs. 1, 2, and 6. It is interesting to
Robustness to JPEG Compression and Croppiée exam- observe that intuitively IM1 and IM2 as illustrated in Fig. 1
ine watermark robustness to JPEG compression and croppisgem to have little to gain by image-adaptive watermarking as
We can think of these as approximately dual problems wheheistrated by their relatively “unstructured” watermarks. The
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Fig. 7. Watermarked images IM9, IM10, and corresponding watermarks for SS (left), IA-DCT (center), and IA-W (right).

detection results using IA-DCT and IA-W, however, are conFhis is not the case, however, from the results presented here.
sistently better than the SS approach for these images. In otfable Il illustrates the detector outputs for JPEG compression
words, there are gains in using image-adaptive watermarkifay two images consisting of large smooth areas which are
even for images with seemingly uniform perceptual charadificult to watermark in a transparent fashion. These images
teristics. For IM3, the IA-W approach yields the best resultgre illustrated in Fig. 7 where the SS watermark results in a
followed by the SS approach and the IA-DCT approach. Nisible streaking effect noticeable in the large smooth areas
general, for most images, all three techniques are robustafothe picture. We compare the output of the SS approach
JPEG compression with the IA-W scheme outperforming lAusing the specified scaling factor of 0.1 as described in [16]

DCT and SS. Since the IA-DCT scheme is inserted in thles well as a modified version of the SS approach where the
same framework as JPEG compression, it would seem tlkatling factor is lowered until the watermark is no longer

such a scheme would not be robust to JPEG compressivisible to compare results of the different schemes when the
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TABLE 1l TABLE IV
COMPARISON OF ROBUSTNESS TOJPEG (OMPRESSION COMPARISON OF ROBUSTNESS TOJPEG
CoMPRESSION+ CROPPING (1/4 ORIGINAL)
Image | Algorithm quality factor Q
[mage | Algorithm quality factor
80 60 40 20 10 5
crop | crop+Q80 | crop+Q60 | crop+Q40 | crop+Q20
M1 SS 0.57 1043 1048 10.351( 0.2 | 0.08
IM1 5SS 27 .23 0.23 0.21 0.14
- C 5 Y
IA-DCT |0.90 | 0.75 | 0.62 | 0.48 | 0.36 | 0.25 IA-DCT 10 0.89 017 0.63 0.48
TA-W 0.93 [ 0.89 | 0.79 | 0.75 | 0.46 | 0.18 1AW 1.0 0.97 0.92 0.90 0.89
M2 SS  |0.66 | 0.55|0.46 | 0.21 | 0.15 | 0.07 M2 s loizl 01z o1l 013 011
TA-DCT | 0.91 | 0.81 | 0.68 | 0.52 | 0.4 |0.23 ADCT | 1.0 0.9 0.82 0.67 0.52
[A-W 0.97 | 0.91 [ 0.82 | 0.67 | 0.55 | 0.32 IA-W 1.0 1.0 0.97 0.9 0.9
M3 SS 09 | 0.8 [0.68]0.53]|0.43]0.23 IM3 SS 1.0 0.7 0.8 0.7 0.63
IA-DCT 0.8 | 0.66 |0.56 | 0.42]0.29 | 0.16 IA-DCT 1.0 0.8 0.68 0.57 0.44
IA-W 1.0 [ 0950750541045 |0.44 IA-W 1.0 0.98 0.91 0.89 0.86
M4 SS 0.86 | 0.76 | 0.62 | 0.67 | 0.46 | 0.22 M4 S5 0.57 0.58 0.58 0.48 0.48
IA-DCT | 0.9 | 0.77 [ 0.66 | 0.51 | 0.38 | 0.24 IA-DCT | 1.0 6.9 0.77 0.66 0.5
IA-W {098 088|081 |0.68]042] 0.2 AW |10 0.9 0.93 0.92 0.8
IM5 $S 0.95 0.9 | 0.9 | 0.88 | 0.7 | 0.42 IM5 8§ 097 09 0.92 0.92 0.83
IA-DCT | 0.9 | 0.8 |0.69 | 0.51 | 0.39 | 0.24 IA-DCT | 1.0 | 094 0-85 0.2 057
TA-W 1. 0.96 0.95 0.95 0.91
1A-W 1.0 1095 0.9 | 0.84 | 0.68 | 0.48 W 0 o 2
e B M6 SS 0.36 0.27 0.22 0.24 0.18
M6 SS 0.44 | 0.57 { 0.34 | 0.27 [ 0.13 | 0.13
IA-DCT 1.0 0.85 0.72 0.59 0.46
IA-DCT }0.87]0.74 | 0.62 | 0.47]0.35|0.24
TA-W 1.0 0.93 0.88 0.89 0.88
TA-W 093 10.83(0.75(0.86]0.35]|0.31 ; -
M7 SS 1.0 0.82 0.78 0.64 0.54
b R .71 .12 . 5 =
M7 58 091071 0.72] 0.61 | 05 | 0.3 IADCT | 101 09 0.8 0.68 0.53
IA-DCT 1 0.94 | 0.79 | 0.67 | 0.52 | 0.36 | 0.21 AW 10 0.98 0.95 0.93 0.92
IAW 098 0.94 1089 0.71) 055 | 0.27 M8 | 0SS {038 038 038 0.37 0.30
IM8 sS 0.91 | 0.85 | 0.85 | 0.67 | 0.49 | 0.31 ADCT | 10 | o092 0.79 0.68 0.52
IA-DCT | 0.9 | 0.78 | 0.66 | 0.51 | 0.38 | 0.22 IA-W 1.0 0.86 0.84 0.84 0.84
IA-W 0.99| 09 [0.86 ;062039 ]|0.19

to one-sixteenth of the original size. In all cases, the center

TABLE Il portion of the image is kept. The operations here result in a

COMPARISON OF ROBUSTNESS TOJPEG (@MPRESSION loss of frequency components as well as spatial components.
The table clearly shows that the IA-W technique outperforms
both the IA-DCT and SS techniques. Although the structure
of the IA-DCT scheme is inherently vulnerable to JPEG com-

pression, the global transform of the SS scheme is vulnerable

Image | Algorithm quality factor Q
80 | 60 | 40 | 20 | 10 5
IM9 SS (visible) | 0.87 | 0.84 | 0.80 | 0.65 | 0.49 | 0.25

SS (invisible) | 0.37 | 0.25 | 0.23 | 0.14 | 0.08 | 0.04 to cropping. This is because the cropping corresponds to
IA-DCT | 0.84 | 0.73 | 0.64 | 0.49 | 0.33 | 0.18 convolving the frequency components with a sinc function

AW 0.95 | 0.92 | 0.74 | 0.62 | 0.62 | 0.39 where the width of the main lobe is inversely proportional

IM10 | SS (visible) | 0.26 | 0.17 | 0.13 | 0.09 | 0.04 | 0.02 to the width of the cropped window size. This will affect all

the frequency components of any scheme based on a global
transform whereas the IA-DCT and IA-W schemes produce
watermarks with local spatial support which are unaffected by
[A-W 0.9510.95 0.95 | 0.76 | 0.24 | 0.25 the cropping operation. In Table V, *** denotes correlation
results close to zero where watermark detection has failed. As

) ) predicted, the IA-DCT and IA-W schemes are more robust to
watermarks are all transparent. In this case, the scaling facé%ppmg than the SS approach. It is important to note that

was reduced to 0.025 and 0.035, respectively, to prodygeihese experiments, we are making a binary decision on

transparent watermarks for the SS approach. Again, for glhether a particular watermark exists in a given image. All

cases, the IA-W scheme yields the best results on average results presented here are based on being able to detect one

followed by the IA-DCT approach and SS approach. watermark. We extend this work to the detection of multiple
Table IV shows correlation results after cropping the origivatermarks and the issue of capacity in [28].

nal image to one-quarter of its original size followed by JPEG Robustness to Scalinglable VI shows the correlation out-

compression. Table V shows similar results after croppirmmut after scaling where the original image is lowpass filtered

SS (invisible) { 0.13 | 0.01 | 0.0 | 0.01 | 0.05 | 0.03
IA-DCT 0.87 1 0.76 | 0.66 | 0.50 | 0.35 | 0.12
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TABLE V TABLE VII
COMPARISON OF ROBUSTNESS TOJPEG Size oF COMPRESSEDORIGINAL IMAGE VERSUS WATERMARKED
CoMPRESSION+ CROPPING (1/16 QRIGINAL) IMAGE WITH FIXED QUALITY FACTOR (IN BYTES)
Image | Algorithm quality factor Q Image Q80 | Q40 | Q20
crop | crop+Q80 | crop+Q60 | crop+Q40 | crop+Q20 M1 82289 | 40537 | 26087
M1 S8 ok e x x o IA-DCT IML | 83852 | 41092 | 26285
IA-DCT | 1.0 0.86 0.73 0.60 0.47 M2 57878 | 28648 | 18739
AW |10 0.99 0.97 0.94 0.87 IA-DCT IM2 | 59164 | 29500 | 18987
M2 ss 050 | 0.40 0.26 0.26 0.14 N3 65360 | 33262 | 21843
IA-DCT | 10 | 08 0.83 0.61 0.45 TA-DCT IM3 | 66830 | 33716 | 22050
TAAW | 1.0 0.99 0.89 0.83 0.74
H\/IB Ss =%k *kx %%k * ok k *kx
TADCT | 1.0 0.80 0.67 0.53 0.40 original image. We found that the estimate of the JND’s based
AW | 1.0 0.94 0.89 0.86 0.85 on a compressed image of relatively high quali§y & 40)
Mt $s 045 | 04 03 0.3 03 _results ina good estimate of the true JND. A_\rjother important
Dot | 1o 0.91 078 e Py Efue for' blésiream V\éat(i;]markltng is tEe add|t|onaIAr|1tLrJ1mberr] f)r:‘
Aw 1o 0.96 0.3 0.2 0.92 its required to encode the watermark sequence. Although the
addition of the watermark based on perceptual considerations
M5 sS 0.67 | 0.78 0.79 0.66 0.57 N ;
: : should not affect thgperceptual entropyf the final image, it
IA-DCT | 1.0 083 080 066 052 could have a significant effect on the signal entropy requiring
AW | 1o 097 0.95 0.91 0.89 a greater number of bits to encode using traditional coders.
IM6 55 e - o - Table VIl shows the number of bytes required to encode the
IA-DCT | 1.0 0.83 0.74 0.59 047 original image using baseline JPEG as well as the number
AW | 1.0 0.97 0.92 0.92 0.88 of bytes required to encode the IA-DCT watermarked image
IM7 SS 0.5 0.46 0.45 0.42 0.40 with the same fixed quality facto€) for both cases. It is
IA-DCT | 1.0 0.96 0.78 0.69 0.004 clear that the increase in bit rate to encode the watermarked
aw 110 0.91 0.9 0.92 0.86 sequence is |n5|g_n|f|cant V\(/)here, on average, the increase in
M8 3s 639 | 030 090 0.20 018 bit rate is approm_mately 2% for a quality factor of 80 and
- 1% for lower quality factors.
IA-DCT | 1.0 0.91 0.79 0.68 0.54 )
ow o oo s 5 o Failures: Although the proposed perceptual schemes as
. . i : i i well as the original SS approach are quite robust to many typ-
ical image transformations, there are several ways to alter the
TABLE VI watermark so that a simple correlation detector is not effective.
COMPARISON OF ROBUSTNESS TOSCALING Since the original image is available for watermark detection,
Scheme 1TM1 L 1v2 [ 1vs [ iva L ivis | 1m6 | M7 | 1vs registration of the received, possibly shifted, cropped, or

resampled image with the original image, can usually be
performed by a simple correlation operation between the
two images. There may be instances, however, when image
IA-W 10931090 0.26 | 0.86 | 0.84 | 040 | 0.84 | 0.46 registration becomes difficult so that schemes which are robust
to misalignments are important. In our experiments, the IA-

) i ] _ DCT scheme as well as the SS scheme are not robust to
using a four-tap filter followed by downsampling by 2 inyisalignments while the IA-W scheme does considerably

each direction. The received image is upsampled before {hgiq, (see Table VIII). For sample images IM1-IM8, each
correlation operation is performed. The results vary for eagihiermarked image is shifted to the right by one, two, three,
image, but in general, the wavelet scheme outperforms thgy four pixels. Typically a small correlation value (.2)
other two techniques. was recovered for the SS and IA-DCT approaches for shifts
Bitstream WatermarkingThe DCT-based scheme offersyf one pixel and the values dropped to approximately zero for
the advantage that if the original data is stored as a JPffeater shifts. This is in contrast to the wavelet approach which
bitstream, the watermark can be inserted directly into thgeserves rather high correlation values in the upper frequency
partially decompressed bitstream after entropy decoding aghds. A straightforward way to help address this problem is
inverse quantization. In contrast, the wavelet-based schefgénclude several shifted versions of the received image in the
requires the additional steps of JPEG decoding, wavelitection process. Subpixel interpolation also poses problems
analysis, watermark encoding, wavelet synthesis, and JPEf5the SS and IA-DCT techniques. In these experiments we
decoding. One of the concerns in bitstream watermarking usiegpand all the previous images by 1.6% in each direction
the approaches presented here is JND accuracy. Watermarksimply removing the last eight rows and columns and
encoding of a compressed bitstream requires calculating #ganding the images back to the original size using bilinear
JND threshold values from a compressed image rather than ithterpolation. Watermark detectability is destroyed for all cases

SS 0.21 1 0.12 | 0.25 | 0.32 | 0.46 | 0.06 | 0.37 | 0.25
TA-DCT | 0.62 | 0.78 | 0.06 | 0.14 | 0.3 | 0.16 | 0.10 | 0.22




538

TABLE VIII
IA-W CORRELATION VALUES FOR MISALIGNMENT

the

M3
0.81
0.78
0.78
0.75

M4
0.73
0.72
0.72
0.70

IM5
0.74
0.74
0.64
0.65

IM6
0.80
0.76
0.75
0.70

M7
0.84
0.87
0.89
0.90

M8
0.76
0.75
0.73
0.70

column shift | IM1

1 0.9
2 0.88
3 0.87
4 0.87

IM2
0.9
0.88
0.87
0.70

(1]

(2]

TABLE IX
IA-W CORRELATION VALUES FOR SUBPIXEL INTERPOLATION

(3]
[4]
[5]
(6]
using the IA-DCT and SS techniques. Only the IA-W scheme
survives this operation as shown by the correlation result!
in Table IX. Since for our applications the original image is
available for watermark detection, we can always attempt to
estimate the transformations that were applied to the received
watermarked image to provide better detection results. Am]
pointed out in [1], however, a collusion attempt, where several
versions of the same content with different watermarks are
available, will successfully remove the watermarks. Perhapg#)]
the watermarking problem itself needs to be better defined
well as the useful applications before we can determine how
robust an algorithm needs to be to be effective.

IM3
0.93

IM4
0.94

IM5
0.91

IM6
0.93

IM7
0.93

IM8
0.89

M1
0.91

M2
0.90

Scheme

IA-W

VI. [

We have introduced image-adaptive watermarking schemesg,
using visual models originally developed for compression
applications. In the most general framework, any visual modgl
which provides JND threshold values can be used. Unlike the
compression allocation, watermark encoding is not constrained

CONCLUSION

by the amount of side information needed to transmit t &
perceptual information to the decoder. Therefore, the per-
ceptual thresholds, as given by the JND’s obtained from tii]
visual models, can be fully utilized. Two perceptual schemes
have been proposed: the IA-DCT and IA-W approachegr]
The IA-DCT algorithm offers the advantage of being able
to watermark partially decompressed JPEG bitstreams. Thg
results show that the DCT framework of the IA-DCT scheme
is quite robust to JPEG compression as well as other types[j(ﬂa
common image transformations. Although the IA-W schemgo;
is based on a much simpler visual model which only takes into
account frequency sensitivity, the multiresolution structure of
the watermark and the watermark detection scheme resultg2n
a very robust scheme. In general, the I1A-W scheme yields the
overall best results. More sophisticated visual models in tl[wgz]
wavelet framework should further improve the current results.
Visual models providing JND values which take into accourE%?’]
temporal masking as well as spatial masking could be used 1o
extend these results to video watermarking. 241
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